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ABSTRACT

Existing information security risk assessment methods focus on evaluating the vulnerability of information assets. However,
when the form of information assets changes and new types of information assets emerge, there is a limitation in that the
evaluation standards for them are also added or deleted. Existing methods have insufficient research on the path through
which cyber threats are introduced. In particular, there is very little research on blocking the inflow path for web-based
information systems with public IPs. Therefore, this paper introduces the main research contents of the BDLA (Blockade and
Defense Level Analysis)-based information security risk assessment model. In addition, by applying the BDLA-based
information security risk assessment model, the information security risk level was studied by measuring the blockade level
and security equipment level of 17 public institutions.
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£ E. BDLA based Cybersecurity Risk Assessment Checklist
“ Blockade Level Defense System Level
. . . . . . .
criteria Scale P | criteria Guidelines Scale P
20~0% 16 if all blockades are ready 8
DAnti-DDoS if one blockade is missing 6.5
30~21% 14 Blockade f?f;g if two blockades are missing 5
Not Blocked System = ,L if three blockades are missing 3.5
Webs per Total 40~31% 12 DWAF : e
Level ® if four blockades are missin 2
Webs ©®IDS e e g
®Anti-WebShell if five blockades are missing 1
Open * Total Webs = 50~41% 10 i ing is r
. if nothing is ready 0
Web every web which - -
has public IP for 60~51% 3 if all suppressions are ready 7
vici (DVacci
Threat servicing HTTP ;;Kic(gme if one suppression is missing 6
* Not blocked Webs 80~61% 6 Suppression C\S;DDI/ if two suppressions are missing 5
for Y;i:ia P System @EDR if three-four suppressions are missing 3.5
90~81% 4 Level (GVaccine for Servers if five suppressions are missing 2
HESM
ey if six suppressions are missing 1
100~91% 2 SFM : e
if nothing is ready 0
1~0% 8 if all blockades are ready 8
DAnti-DDoS if one~two blockades are missing 6.5
3~2% 7 Blockade ‘E?‘:‘FW B1PS if three blockades are missing 5
@WAF GIDS : P
System ~ . if four blockades are missing 3.5
Bad Email 6~4% 6 ©Anti-WebShell oo o
a Level (PAnti-Spam if five~six blockades are missing 2
Opened User ;;%)Ant‘ ‘APT o i — i
atiog i ®BAnti- if seven blockades are missin
Bad ratios in Bad 9~7% 5 V' 208 ! 8
E 1 Email Test if nothing is ready 0
mal — 13- 10% 4 if all suppressions are ready 7
Threat o /‘gDﬂ"'JS‘Z;“E‘L’J %)\Vaccme if one suppression is missing 6
Qe Aaa A6 17~14% 3 @NAC : : e :
2 A4 04 ‘ Suppression | @DDI if two suppressions are missing 5
System @EDR if three-four suppressions are missing 3.5
20~-18% 2 Level :z\éag?}m for Servers if five suppressions are missing 2
,:;i - if six suppressions are missing 1
100~21% 1 @sPM - e
if nothing is ready 0
1~0% 8 if all blockades are ready 8
3~2% 7 Blockade @IPS if one blockade is missing 5
Contaminated System @IDS : R
-ontaminate 6~4% 6 Level @Anti-Badpage if two blockades are missing 3
Bad users Ratios per 0~7% 5 7 if nothing is ready 0
total users i .
~ if all s ressions are read 7
Page . 13~10% 4 DVaccine 1 a supmesmfms ‘are ?ea' v
Threat éxﬂ ;‘;EHE;VI 17~14% 3 Suppression @NAC if one suppression is missing 5
2l A% % 20~18% 2 System @DDI if two suppressions are missing 3
Level “é!“EDR if three-four suppressions are missing 1
100~21% 1 GSPM ; ; ;
if nothing is ready 0
10~0% 8 Blockade if all blockades are ready 8
DPre-Vaccine X R
20~11% 7 System P . . if one blockade is missing 3
Media Control Level @Media Control : R
. _ 30~21% 6 if nothing is ready 0
Bad Exception Ratio . .
St 40~31% 5 DVacci if all suppressions are ready i
(DVaccine
orage B e 50~41% 4 S o @ if one suppression is missing 5
Threat Qe S EAA Suppression \jNAC
AN A7 1] & 60~51% 3 System 3DDI if two suppressions are missing 3
80~61% 2 Level :gg‘g\? if three-four suppressions are missing 1
100~81% 1 - if nothing is ready 0
CTTBL CTTDSL
(FH+F) (o] 5F)

CTTRML (Ae1¥ =918 1989 &%)
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